


Unconditional reliability where it is needed

We are:

A Certification Body for Functional Safety and Cyber Security accredited 
by Swiss Accreditation Service (SAS) with international validity

Experts in Functional Safety, Artificial Intelligence and Cybersecurity 
with Swiss DNA and Quality. Innovations at heart, pragmatic in style.

Co-authors of the standards for future automated systems, autonomous 
mobility, artificial intelligence, and cyber security



www.certx.comExpertise in all Safety and Security Critical Domains

EC 2019/945 & 947
EN 4709

ISA/IEC 62443
21434

UN-R 155
UN-R 156

27001/2
GDPR

Industrial Machinery
Automation,

Robotics

Automotive

Drones, 
UAS

Railway, Signalling,
Train Control

EN 50126 / 50128 / 50129 
EC 2009/402 (CSM)

EN 50657

EN        13849
EN        61508
EN        61496
EN        62061
EN         61800

EC 2006/42

....and general quality QMS:        9001
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26262
21448 (SOTIF)
19014 (Earthmovers)
25119 (Agriculture)
ASPICE
UN-R 157



www.certx.comCertX Services

CertX provides comprehensive safety and security services
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TRAINING & CERTIFICATION of ENGINEERS and MANAGERS

INSPECTIONS of products and processes for e.g.:
• ISO 26262 confirmation reviews, assessments
• ISA (Independent Safety Assessments) for railway

CERTIFICATION of PRODUCTS
incl. EU machine directive &         Conformity (Notified body No. 2948)
Test services for the homologation of cars in the EU & CH 

CERTIFY CORPORATE ORGANIZATIONS and PROCESSES



4 Challenges
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only noticed if it is too late – because it is missing

Effects of a systematic S/W failure of the fuel injection pump:

… Toyota had to recall 10M cars for repair and paid 1.6Bn$ of 
compensation for damages.

Source: The ASSOCIATED PRESS

The Challenge of Automation:
Functional Safety of Electronic Controls
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Source: Wired

Hijacking cars

may compromise (public) safety with serious consequences

Chrysler had to recall 1.4 million vehicles after a 
pair of hackers demonstrated that they could 
remotely hijack a Jeep's digital systems over the 
Internet.
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The Challenge of Connectivity:
Operational Cybersecurity 

A 19-year-old German teen claimed hacked into 
dozens of Teslas worldwide early 2022. 
The security flaw can unlock doors, honk horns 
and start the cars
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AI Applications to be verified in 6 dimensions

Fairness

Robustness & Safety

Transparency Autonomy

Privacy

Security
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Last not Least: Performance
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4 Steps to a successful integration of 
functional safety, cybersecurity, 

SOTIF, and AI
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Step 1: Complex development: 
Reliable Foundation Processes

• The cyber-physical systems for autonomous mobility are
one of the most complex.

• The development requires stable processes for success

• A thoughtfully implemented V-cycle development
process is the basis for the integration challenge

• As a first step for a development process of an
autonomous system development, an assessment of
processes e.g. according to ASPICE or CMMI can be a
helpful move:

• Assessment of all crucial processes for maturity

• Helps to identify if “living” processes are in place,
rather than dispensable descriptions that are not
applied
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The VDA maturity pyramid



www.certx.comStep 2: Ensure safety and security

• Functional safety acc. to ISO 26262 and automotive security acc. to ISO 21434 are both
based on the V-model and can be mapped to the ASPICE processes (see e.g., ASPICE CS for
cybersecurity aspects)

• Companies often hesitate to set up an integrated development process that can cover
safety- and non-safety and security developments

• However, with more standards to be followed, process complexity has to be minimized by
joint processes that can realistically be followed by the development teams

12Functional Safety Forum © 2023 by CertX AG, all rights reserved

ISO 21434 ISO 26262
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Step 3: ISO 21448 (SOTIF) as precondition 
for AI development

• With the publication of ISO 21448 last year, another process is available to provide
guidance for autonomous vehicle developments.

• SOTIF can be categorized as system level standard, focusing on performance- and
completeness requirements for advanced driver assistance- and autonomous
systems
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• Even if general risks caused by using AI are
considered in the standard (e.g., necessary
awareness of training data bias), no further
guidance is provided for the implementation of AI

• For safe AI developments, national standards like
VDE AR-2842-61-3 can provide guidance,
however a recognized international standard is
still missing.



www.certx.comStep 4: AI integration - from a V to W

• AI systems are treated as system element in a vehicle level context and are handled as
black box (to some extent)

• The top-level SOTIF efforts to evaluate system-level reliability are sometimes criticised as
“mile collecting”, putting too much emphasis on system reliability as a statistical parameter

• The development of a process to reach trustworthy AI must consider more parameters and
is therefore handled in a separate verification/validation loop
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Around 40% of the methods presented in 
ISO-26262-6 do not apply to the Machine 
Learning (ML) models and algorithms.



www.certx.comSpecific risks related to AI systems

• Like for software- and hardware development, system engineering activities have to
define requirements for AI systems, e.g., Intended purpose, operational situations and
performance

• Those outputs have to be defined following the approach of ISO 21448 (SOTIF) on
system level

• Today, AI for safety critical applications is still equipped with a deterministic “guiderail”,
limiting the effect of possible failures

• Schemes to evaluate trustworthiness of AI are currently being rolled out e.g., by CertAI
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Check out: www.CertAI.com



www.certx.comPositive Risk Balance: A constant trade-off

• No matter if an integrated process is defined from scratch or if it is integrated to an existing process landscape –
it needs to be ensured, that the product must meet its performance targets while security and safety is a
necessary “must”.

• It can be helpful to keep a dependability - or trustworthiness model in mind:

• Safety can jeopardize system availability (SOTIF), which becomes more critical when systems are intended
to operate fully autonomous

• Known contradictions between security and safety create the need to plan updateability of software
components and limit re-verification effort over the lifecycle

• Security- and safety features can decelerate communication and hence compromise performance

• AI, if trained incorrectly, can generate failures during operation that cannot be detected during testing
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From: Positive risk balance: a comprehensive framework to ensure vehicle safety,  
Nina Kaufmann, Felix Fahrenkrog, Ludwig Drees and Florian Raisch, Springer Verlag, 2022
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AWARD Horizon 2020
Real World Application Coming Soon
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This project has received funding from the European Union’s Horizon 2020 
research and innovation
programme under grant agreement No 101006817.

The content of this presentation reflects only the author’s view. Neither the 
European Commission nor the CINEA is responsible for any use that may be 
made of the information it contains.



www.certx.comPutting it together

• A landscape of shattered development processes can hardly reach the required
overall system optimum

• Only a thoughtful integration of safety-, security-, SOTIF, and machine learning
development processes into an overall V-model system engineering approach can
result in the intended vehicle properties

• Sufficient time needs to assumed for process roll-out and staff adaption

• The early involvement of experts can prevent companies from common
drawbacks
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We are your safety and security partner

with an unbiased and independent mindset,

a safety and security focus,

with a unique skill and experience from all domains

in a systematic, holistic fashion and

in confidentiality

We look at your product or process
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Your Contact Points at CertX

▪ Swiss chair of ISO 26262 standardization working group (edition 3)

▪ Swiss chair of ISO 21448 standardization Working group (SOTIF)

▪ Personal and Standardized Certification: ISO26262 (ISCN/ECQA)

▪ In-depth experience in automotive safety engineering and safety
management process modeling

▪ Former product safety officer for a tier 1

▪ Swiss delegate in ISO/IEC JTC1/SC42 - Artificial Intelligence

▪ In-depth experience in AI assessment and data governance

▪ Expert in AI reliability, transparency, security, and safety

▪ Former senior researcher at EPFL developing AI solutions
for H2020 European projects (DeepHealth, MANGO)
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Dr. Arman Iranfar
Senior Data Scientist
T  +41 26 309 29 97
arman.Iranfar@certx.com



The information contained in this presentation is the property of CertX AG. 

This presentation and extracts thereof may only be duplicated or forwarded to third parties following explicit written approval by 
CertX AG.

All product names used in this documentation are trademarks or otherwise protected by law, even if not specifically indicated.

© 2023 by CertX AG.
Passage Du Cardinal 13b
1700 Fribourg, Switzerland
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All rights reserved.
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